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HEECA Security Resources

Institutional security remains a key part of measuring a University’s security maturity through the
National Protective Security Authority’s Trusted Research Evaluation Framework (TREF). Funder and
partner expectations in this arena also continue to require a clearer understanding of UK security.

This document provides practitioners operating in this area with links to publicly available resources
with key information and guidance which they may find helpful to share with colleagues or upload to
internal training suites.

Resource name

UK Government Security Classification

Government Security Classifications Policy July 2024

Vetting and Clearance Levels

Contracting Authority Responsibilities

Guidance 1.6: Contractors and Contracting Authorities

Government Security Classifications Policy

Working at Official (Guidance 1.1)

Working at Secret (Guidance 1.2)

Security Policy Framework

Government Function Standard (007)

Subcontracting or Collaborating on Classified MOD Programmes ISN 2024/05

Security Aspects Letters and Contractual Security Conditions

Government Baseline Personnel Security Standard (BPSS)
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http://www.heeca.org.uk/
https://security-guidance.service.justice.gov.uk/government-classification-scheme/#government-classification-scheme
https://assets.publishing.service.gov.uk/media/66b0d3c9ab418ab0555932d9/2024-08-05_-_2024_GSCP_UPDATE_.docx__1_.pdf
https://www.gov.uk/government/publications/united-kingdom-security-vetting-clearance-levels/national-security-vetting-clearance-levels
https://assets.publishing.service.gov.uk/media/5b06c435e5274a2dc98c78e2/2018_May_Contractual_process.pdf
https://assets.publishing.service.gov.uk/media/649c393645b6a2000c3d4482/Guidance_1.6_-_Contractors_and_Contracting_Authorities.pdf
https://assets.publishing.service.gov.uk/media/66b0d3c9ab418ab0555932d9/2024-08-05_-_2024_GSCP_UPDATE_.docx__1_.pdf
https://assets.publishing.service.gov.uk/media/66a379900808eaf43b50d7c9/2024_Guidance_1.1__Working_at_OFFICIAL.docx__1_.pdf
https://assets.publishing.service.gov.uk/media/649c390406179b000c3f7458/Guidance_1.2__Working_at_SECRET.pdf
https://www.gov.uk/government/publications/security-policy-framework
https://assets.publishing.service.gov.uk/media/613a195bd3bf7f05b694d647/GovS_007-_Security.pdf
https://assets.publishing.service.gov.uk/media/661f880e9bf3b7616bbd3d32/ISN_2024-05_Subcontracting_or_Collaborating_on_Classified_MOD_Programmes.pdf
https://assets.publishing.service.gov.uk/media/66c5f2ca81850effa1b18e45/Security_Aspects_Letters_and_Contractual_Security_Conditions.pdf
https://www.gov.uk/government/publications/government-baseline-personnel-security-standard?utm_medium=email&utm_campaign=govuk-notifications-topic&utm_source=929e6664-8aa5-4771-a898-56768a227c7e&utm_content=immediately

Defence Industry Security Association (DISA)
Useful training courses (fees and membership applicable)

Compiled by the HEECA Security Subgroup.

This document will be reviewed on an annual basis to ensure information remains up to date. In the
meantime, should you believe that any of this information is not correct, please contact us.

Disclaimer:

This document has been developed by HEECA as guidance for universities. The content is for information
purposes only and does not constitute legal advice by HEECA or any subgroup member organisation. We are
not liable for any errors, omissions, or actions taken based on this information. Universities are expected to
review and form their own view on compliance.
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http://www.heeca.org.uk/
https://www.thedisa.org/
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